
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

SESSION 3A: 
Cybersecurity in Emergency Communications Systems – Beyond the Manufacturers              
 
This presentation makes the case that Cybersecurity for Emergency Communications Systems (ECS), 
including Fire Alarm Systems, Emergency Voice/Alarm Communication Systems (EVACS), and Mass 
Notification Systems (MNS), only starts with systems manufacturers.  ECS systems are part of a supply chain 
that goes backwards from the manufacturers to their suppliers, and forward through the engineering design 
teams, installation and service firms, inspectors, all the way to building owners and end users.   
For cybersecurity to be effective, there must be a coordinated effort across all system stakeholders.  Security 
is only as effective as the weakest link in the chain. 
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Michael Pallett has been active in the design and development of emergency 
communications systems over his forty-year career.  During that time, he led 
engineering teams in the development of communications systems for colleges & 
universities, nuclear power plants, hospitals and retirement homes, and 
correctional facilities, ultimately focusing on Power over Ethernet based 
distributed communications systems, primarily targeting K-12 schools.   
Michael has been involved in codes and standards development for several 
decades, starting with NEMA’s life safety guide for K-12 schools, and the initial 
development of UL 2572 and ULC s576 Mass Notification Equipment standards. He 
is also a member of various UL Standards Technical Panels for life safety 
equipment including Nurse Call (1069) and Two-way Rescue Assistance (2525). 
Michael is a member of NFPA 72’s Emergency Communication Systems technical 
committee, first joining in 2012. He is an active participant in NFPA 72’s code 
development process, working closely with the Fundamentals Technical 
Committee on Chapter 11- Cybersecurity, both for the 2022 and 2025 edition. He 
is also a member of DARAC, NFPAs Disability Access Review and Advisory 
Committee, and a contributing author of the SFPE’s “Grand Challenges In 
Digitalization, Artificial Intelligence, & Cybersecurity” published in July 2023.  He is 
also an inaugural member of the NFPA Cybersecurity Advisory Committee. 
Michael is a Certified Risk Management Professional, President of Pallett Corner 
Consulting with an emphasis on Codes and Standards relating to Life Safety 
systems, Cybersecurity, and Mass Notification Risk Assessment with a focus on K-
12 schools. 
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